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PEKOMEHJIAIIUHA 1O CpBﬂIO}IEHI’IIO AHHOHHOI/I BE3OIIACHOCTHU B
HEJAX MIPOTUBOAEUCTBUSA HE3AKOHHBIM ®MUHAHCOBBIM OIIEPAITMSAM

O6mecTBO ¢ OrpaHHYeHHOH 0TBETCTBEHHOCTHI0 MHKPOKpeIUTHAS KOMIIAHHSA «ABAHTAN)

Hacrosmuii  goxkymeHT paspaboran OOmecTBROM ¢  OrpaHHYEHHOH OTBETCTBEHHOCTHIO
MukpokpenutHas KoMmaHus «ApaHTax» (mazee mo Tekcty — OOmecTBo) B COOTBETCTBHH C
tpeboBanusmu [lonoxenus banka Poccun ot 20.04.2021 Ne 757-IT «O6 ycranoBieHMH 0043aTENbHBIX
IUIS HEKPEIWTHBIX (DMHAHCOBBIX Opranu3aiuil TpeOoBaHHH K 00ECICUeHHIO 3aUTEl HHYOPMALMH [IPH
OCYINECTBIEHHH JesTeNsHOCTH B chepe (HMHAHCOBRIX pBIHKOB B IHEIAX NPOTHBOACHCTBHA
OCYIIECTBJIEHHIO HE3aKOHHBIX (DMHAHCOBBIX OIEPALMH» C IeIbI0 HHGOPMHPOBAHHA O BO3MOXKHOCTH
3aIIUTHE] HHQOPMAIMH OT BO3JEHCTBHS IIPOIPAMMHEIX KOJOB, MPHBOAAIINX K HapYIIEHHWIO INTATHOTO
G YHKIHOHUPOBAHHUS CPEACTB BEIUUCIHTEIFHON TEXHUKH (BPEJOHOCHBIH KOM), B IEISIX IIPOTHBOASHCTBHUS
HE3aKOHHBIM (HHAHCOBBIM OIEPALIUM.

PexoMeHmauuu 10 coOmomeHni0 HHGOpMaIMoHHONH Oe30macHOCTH  (COBOKYNHOCTH — Mep,
NpPUMEHEHME KOTOPBIX HAIPABIEHO HA HENOCPEeJCTBEHHOEe OOCeCIedeHne 3aiuThl HH(OpManuy,
IPOLIECCOB, PECYPCHOTO ¥ OPraHWU3alMOHHOTO OOecHedeHHs, HEOOXOOMMOro [Uls [PUMCHEHHUS
YKa3aHHBIX Mep 3allHTBl) He TapaHTHUPYIOT obecredeHHe KOH(DHICHIHAIBHOCTH, LEIOCTHOCTH H
JOCTYIIHOCTH MH(OPMAlMH, HO [O3BOJIAIOT CHHU3HTH DHCKM HHQOPMAIMOHHOH OE30macHOCTH H
MHHHMH3HPOBATH BO3MOJKHbBIC HETaTHBHBIE [IOC/IEICTBHSA B CIIydae X PEATH3ALHH.

B mensax CHHJKCHHS PHCKA pealH3alliid WHIUIEHTOB HH(OPMalMOHHOH 6e30macHOCTH, KOTOpEIe
MOTYT MPHBECTH K PUCKY HapyIICHHS BEIIOTHEHHS OH3HEC-TIPOLECCOB, TEXHONIOTHYECKUX IIPOIECCOB
Opranu3aliy ¥ (WIH) HAPYIIMTH KOHGUASHUMAILHOCTD, LEIOCTHOCTE M TOCTYIHOCTh HH(OPMALHH
BCIIEACTBHE HECAHKI[MOHAPOBAHHOTO JOCTyna K Bammelf unudopManuu nunaM#, He OOIaNaroluMu
IIPaBOM OCYIIECTBJICHHS 3HAUYMMBIX (KPHTHYHBEIX) omepanmi (B T.4. (MHAHCOBELIX), BO3ICHCTBHA
BPEIOHOCHOTO KOJa Ha yCTPOHCTBA, C KOTOPLIX COBEPINAIOTCS KPHTHYHBIE ((HHAHCOBBIC) OIEpALHH,
COBEpINCHMS B OTHOLIEHMM Bac MHBIX IPOTHBONPABHBIX JIeHCTBHI, CBA3AHHBIX ¢ MH(OPMALMOHHOH
6e30MacHOCTEI0, PEKOMEH/IYETCS COOMOAaTh A TPOHIaKTHIECKHX MEPOTIPUSITHH, HalPABJICHHBIX Ha
TIOBBIIIEHHE YPOBHA HHMDOPMAIHOHHOH GE30IIaCHOCTH IIPH HCIIOIB30BaHHH 00BEKTOB HH(OPMATH3AIHH
(COBOKYITHOCTH O0OBEKTOB, PECYPCOB, CPEACTB H cHcTeM 00paGoTku HHGOpMalud, B T.U.
ABTOMATH3MPOBAHHEIX CHCTEM, MCIIOIB3YEMBIX LIl obecneueHus HHQOpMaTH3aliy OU3HEC-TIPOIIECCOB
OGmecTra).

Ilpwu ocymmecTBIeHNH (HUHAHCOBBIX OMEPalHi CIEAyeT IPHUHAMATE BO BHUIMAHHE PHCK MOJIYYCHA
TPEeTHHME JTHIAMH HECAHKIMOHHPOBAHHOTO JOCTYNa K 3allWIIaeMol HHQOpMauud C IENbio
OCyIIECTR/IEH s (PUHAHCOBBIX ONEPAIUH THIaMH, He 00/IaatOiMK IPABOM HX OCYIICCTBICHUA, TAKAC
PHCKH MOTYT GbITh 00YCIIOBICHBI BKIIFO4AsA, HO HE OrPAHMIHMBAsCH CIIEIYIOIIMMH IPHMEPAMH:

e KpaXka MNapois H HAeHTH(QUKATOpa OOCTYNa MM HMHBX KOHQUICHIMAIBHBIX JaHHBIX,
NMOCPENCTBOM TEXHHYECKUX CPEICTB W/MIIM BPEIOHOCHOTO KO/ ¥ HCIIONB30BAHUE 3/I0yMBIIIICHHHKAMH
Bamux JaHHBIX YK€ Ha yCTPOMCTBAX 3MOYMBILIIEHHUKOB Ui HECAHKIHOHHPOBAHHOTO I0CTYIIA;

e YCTAaHOBKA Ha YCTPOMCTBO BPEJOHOCHOTO KOJA, KOTOPBIH IO3BOIMT 3JI0yMBINIICHHHKAM
OCYIIECTBUTEH KPUTHYHBIE OTIEpaluy 0T Barmero nmMeHu;



® LCIIONb30BAHMSA 3JOYMBIIUIEHHUKOM YTEPSHHOTO WK yKpameHHoro Bamero tenmedona (SIM-
kapTel) musa monydenus CMC-komoB, KoTopble MOTYT mpuMeHAThea OOIecTBOM B KadecTse
JIOTIOJTHUTEIILHON 3aIlUTHl U1 HECaHKIMOHHPOBAHHBEIX (MHAHCOBBIX OIEPALHi, YTO MO3BOIHT HM
06OHTH 3aITUTY;

® Kpaka I HeCAHKI[MOHUPOBAHHEIN NOCTYyN K BameMy ycTpolicTBy, ¢ KOTOporo BeI mons3yeTech
yenyramu/cepBucamu OOmecTBa Ul MONYHYeHHS NaHHBIX M/HJIM HECAHKIMOHHPOBAHHOTO JOCTYNa K
ceppucam OOmIECTBA ¢ HTOr0 YCTPOHCTBA,

e TONy4YeHHE NAPOJIA ¥ WACHTHQUKATOPA HocTyna u/wim Kojaa 3 CMC u/Hmu KomoBoTo CJioBa U
IPOYHMX KOH(UAEHIIUATBHBIX JaHHbIX, B T.4. IACIIOPTHBIX JAHHEIX, HOMEPOB CUETOB M T.J. IIyTeM 0OMaHa
/YK 3710YNOTpeGIeH s TOBEPHEM, KOT/ia 3I0YMBIILIEHHUK MpecTaBIeTcs coTpyaaukom Obmectsa
WIA TEXHMYECKUM CIICLHANACTOM MM HCHOJIB3YET MHYIO JETEHIy W IPOCHT Bac cooOmMHTE eMy 3TH
CEeKPETHBIE HaHHBIE, HITH HATPABIIACT MOAAENLHEIE COOOMEHHA 10 SJIEKTPOHHON II0YTE HIIH TTHCHEMO T10
06pr4HOl 1ouTe ¢ mpock00i MpeaocTaBuTh HH(GOPMALIHIO MM COBEPIINTH JEHCTBHE, KOTOPOS MOXKET
IIPUBECTH K KOMIIPOMETALIMH YCTPOHCTRA;

e repexBara JJIEKTPOHHBIX COOONIEHWH M IONydeHHMs HECAHKIMOHMPOBAHHOTO JMOCTYIa K
BBLIITHCKAM, OTYETaM | rpouei GpunancoBoit uupopManuu, ecid Baia s31eKTpoHHas TOYUTa HCITOJIB3YeTCs
w1 wHbopMarMonHoro obmena ¢ O6mectBoM. M B cioydae momydenus JocTyna Kk Bameit
5JIEKTPOHHOM ToYTe, OTIpaBka coobienuit ot Bamero umenu B O01ecTBO.

Jlns cHuKeHHs pucka Bammmx BO3MOXKHEIX (PMHAHCOBBIX IOTEPE:

e ofecneusTe 3alIMTy YCTPOMCTBA, ¢ KOTOporo Ber momsayereck yemyramu OOluecTBa, K TaKHM
MepaM BKJIFOYAs, HO He OrpaHHIHBAsICh MOTYT OBITh OTHECEHEL:

® KCIIOJB3YHTE TOJBKO JIHIIEH3HOHHOE NPOrpaMMHOe obecrieueHue, MOMyYeHHOe U3 TOBEPEHHBIX
HCTOYHHKOB;

e He YCTaHABIMBAMTE MPOrPaMMBbI U3 HEIIPOBEPEHHBIX HCTOUYHHKOB]

® MCIOJB3YHTE  CpeACTBA  3AllMTEL,  TaKHE  Kak: AHTUBHPYC (c  perymapHO
W CBOEBPEMEHHO OOHOBJIIEMBIMHU 6a3aMu), IEPCOHANIBHEIN MEKCETEBOH dKpaH;

® OrpaHMYLTE JOCTYII K YCTPOHCTBY C IENBIO IPENOTBPAIlCHHS HECAHKIIHOHHPOBAHHOIO IOCTYTIA;

e yCTaHABIHBANTE CBOEBpEMEHHbIE OOHOBIEHHS ONEPAllHOHHOM CHCTEMBI, OCOOCHHO B HacTH
06HOBNEHHH Oe30nacHocTH. FiMeliTe B BHIY, YTO 0OHOBIICHHS CHHKAIOT PUCKH 3apaKeHH BPEIOHOCHBIM
KOIOM, HO HE HCKJTIOHYAIOT UX;

® HCIIOJIB3YHTE MApOIbHYIO HIH HHYIO 3aIlIUTY IJII JOCTYIa K YCTPOHCTBY;

e ofecreybTe KOHMDHASHINAIBHOCTh ayTEeHTH(QHKAIMOHHBIX JaHHBIX M KII0YeBOH HHQOPMAIHH,
nomyuenHo# ot O6mectsa: naposu, CMC-Ko/IbI, KOIOBBIE CJIOBA, & B CIIydae BEPOSTHOH KOMIIPOMETAIMH
HeMeJITIEHHO IPUMHTE MEPHI IS UX CMEHBI W/HIK GIIOKHPOBKH;

e He 3ammCHIBaiiTe JIOTHH H Maposib Ha Gymare, MOHHTOpPE, KJIaBHATYpe M MHBIX yCTPOHCTBaX, €
HCIIOTBE30BAHUEM KOTOPHIX OCYIIECTRISIOTCS (PHHAHCOBEIE ONEPAIliH;

e He MCIHONB3yHTE (QYHKIMIO 3alOMHHAHHMS JIOTHHA M Iaponis B Opaysepax Juls HCIOIb3YEMBIX
[UTATEKHBIX CUCTEM;

e HE HCIONB3YHTE OWHAKOBEIE JIOTHH H MApoJIb UL JOCTYIa K PasIHYHbIM CHCTEMAM;

e peryJipHO MPOW3BOAMTE CMEHY Napojied. Mcmons30Bath CI0KHOCOCTABHBIE MAPOJIH, KOTOPBIC
cofepiaT IpPONUCHBIE H CTpOUHbIE OyKBBEI, @ TaKKe ClelMaTbHBIE CUMBOIBL, W HE COCTOAT
HCKITIOYUTENBHO M3 UMEH, HOMEPOB TeNe(QOHOB H MaMATHBIX JIaT.

[IposBEnsiiiTe OCTOPOXKHOCTE U IIPENYCMOTPUTEIBHOCTE!

e GyIbTe  OCTOPOXHBI ~ [pPM  TOMyYEHMH  OJIEKTPOHHBIX  IIHCEM €O CChUIKaMH
d BIOKEHHSMH, OHH MOTYT IPHBECTH K 3apaKeHHIO Bamero ycTpo#icTBa BPEIOHOCHBIM KOIOM.



BpenoHocHbIH KO, IonaB K BaM 4yepe3 2JIEKTPOHHYIO IIOYTY WM MHTEPHET CCBUIKY Ha CalT, MOXKET
TOJIYYHTE TOCTYT K TFOOBIM JaHHEIM H HHGOPMAIIHOHHBIM CHCTEMaM Ha Baiem ycTpoiicTse;

® BHHMAaTENLHO MPOBEPSHTE aapecara, OT KOTOPOrO MPHINIO 3JIEKTPOHHOE MHCHEMO. Bxomsdinee
3JIEKTPOHHOE [TMCEMO MOKET OBITH OT 3NOYMBIIIIEHHUKE, KOTOPBIA MacKupyeTcs 1o O6IecTBo uiH ee
YIIOJTHOMOYEHHEIX/TOBEPEHHBIX JIHII;

e OyIbTE OCTOPOXKHBI IIPH IPOCMOTpe/paboTe ¢ HHTEpHET caiiTamu, Tak Kak BPeJIOHOCHBIM KOJ
MOJKET OBITH 3arpy’KeH ¢ caiita;

e OymbTe OCTOPOXKHEI C (paiiaMu U3 HOBBIX HIIM «HEZOBEPEHHEIX)» HCTOYHHMKOB (B T.4. apXHBBI C
maposeM, sammudpoBanHble (Baiiby/apXHBbl, T.K. Takoro poga (aiiael He MOTYT OBITH [POBEPEHEI
aHTUBUPYCHBM [1O B aBTOMaTHYECKOM PEXKHME);

e He 3aXOJMTE B CHCTEMBI YOAJIECHHOTO HOCTYHa ¢ HEIOBEPEHHBIX YCTPOHCTB, KOTOpLIe BEI HE
KOHTposupyere. Ha Takux yCcTpoMCTBaX MOXKET OBITH BPEIOHOCHBIH KO, COOMpAOIMH MapoiH |
HAeHTH(HUKATOPBI 10CTYIIa WIIH CIIOCOOHBIM TOAMEHUTH OIEPALHIO;

e [Ipy [oJade MOpyueHuH w/uimu HHoM obOpaieHHu B OOLIECTBO, OCYIIECTBISAMTE 3BOHOK TOJIBKO
110 HOMepy TeseoHa, YKa3aHHOMY B IOTOBOPE HIIH Ha ouIHansHoM caiite ObmecTsa. M umenTe B BUAY,
yro oT nuua O6liecTBa HE MOIYT NOCTYIIaTh 3BOHKH HIH COOOIIEHMS, B KOTOPHIX OT Bac TpebyioT
nepenats CMC-Koz, mapoib, HOMep KapThl, KOZOBOE CIOBO H T.J. KonoBoe ciIoBo MOXKET OBITh
3apOIIEHO TONBKO, ecu Brl camu mo3BoHuIH B O0IIECTBO;

e IOMHHTE, eI Brl nepenaere Bain TeneoH H/UIKM HHOE YCTPOHCTBO JPYIHUM IOJB30BATEILIM,
OHH MOTY YCTaHOBHTH Ha HEro BpeOHOCHBIH KOJ, a B CIIy4ae KpaKH H/IH YT€PH 3JI0YMBIIUICHHHKH MOTYT
BOCIIONIB30BATECA UM IS JIOCTYIA K cepBrcaM u cucTemam OOImecTBa, KOTOPBIMH NOIb30BaIuCh Ber. B
CBSI3M C ATUM, TIpH yTepe, kpaxe Tenedona (SIM-kapter), nenomssyemoro ais nonyyenus CMC-kozos
WM JIOCTYTIA K CHCTeMaM H(WITH) CepBHCaM OpraHu3anuy ¢ MoOHIEHOTO PHIIOKEHUS !

1) Hezame LM TENIBLHO NPoHHGOpMUpOoBaTh OOIIECTBO;

2) IenecoobpasHO 10 BO3MOYKHOCTH ONEPAaTHBHO C YYETOM IPOYMX PHCKOB M OCOOEHHOCTEH
HCIIOIB30BaHMs Bamero tenehona 3abI0KHpOBaTh W IepeBbITycTHTE SIM-KapTy, a TakKe CMEHHUTDH
[apoJId U KOZBI JOCTyTa (KOIOBEIE ClIoBa) K cepBHcaM B OOmecTBy;

e IIpY MOJO3PEHHH HA HECAHKI[MOHMPOBAHHBIM [OCTYH H/HIHM KOMIIPOMETALMIO YCTPOHMCTBA
HeOOGXOMHMO CMEHHTh Iapoib, BOCIOJNB3OBABIIMCH JPYIMM JOBEPEHHBIM YCTPOHCTBOM W/HIHA
3a0JI0KMpPOBaTh OCTYI, oOpaTtuBIuch B O0IEecTBO;

® JTydllle BCEro HCIIONB30BAaTh sl HDHHAHCOBBIX ONEpalli OTAENbHOE, MAKCHMAIIBHO 3aIHIICHHOE
YCTPOMCTBO, JOCTYI K KOTOPOMY €CTh TObKO y Bac;

e KOHTpOIHpYHTE cBOH TeedoH, Heroab3yeMsri 1 nonydenus CMC-konos. B ciydae BeIXona
13 ctpos SIM-KapThl, He3aMeUTHTEIBHO 0OpalaiTech K COTOBOMY ONepaTopy MUl yTOUHCHHS IIPHIHH 1
BOCCTAHOBJICHHUS CBS3H.

[Tpu paboTe Ha KOMIBIOTEPE HEOOXOIUMO:

e HCIIOMH30BATh JIALIEH3HOHHOE IPOrpaMMHOe obecrieuenue (OepalHOHHEIC CHCTEMBI, OQHCHBIE
MaKeTHI U T.JL.);

e CBOEBPEMEHHO YyCTAHABJIMBATH AaKTyalbHble OOHOBIEHHS 0e30macHOCTH (OIepalHOHHBIE
CHCTEMBI, OQHCHBIE TTaKeTH! H T.1.);

e HCIIOJIB30BATH AHTHBUPYCHOE IPOrpaMMHOE 06eCTIeYeHHE, PEry IAPHO 0OHOBIATH aHTHBHPYCHBIE
0a3kr;

e HCIIONB30BATh ClENUATH3UPOBAHHBIE NIPOTPAMMBL UL 3alMTE HHGOpMauy (IlepcoHaNbHEIE
MEJKCETeBble KPAHBI M CPEJCTBA 3AIMTHI OT HECAHKIMOHHPOBAHHOIO JOCTYIA), CPEACTBA KOHTPOILA
KOH(HTYpaIlu yCTPOHCTE;

® JCIIOJIB30BATH CJIOKHBIE [TAPOIIH;



® OrPaHUYHTH JOCTYI K KOMIIBIOTEPY, HCKIIOYUTE (OrpaHUYHUTE) BOSMOKHOCTD AUCTAHLHOHHOTO
TTOAKTHOYEHHS K KOMITBIOTEPY TPETHHUM JIHLIAM.

I[Tpu pabote ¢ MOOUIBHOTO YCTPOHCTBA HEOOXOMMO:

® HE OCTaBIATH CBoe MoOunabpHOe ycTpoiicTBO 03 mnpucMOTpa, 4YTOOBI HCKIIIOYHTE €T0
HeCaHKIIHOHWPOBAHHOE UCIIONIBE30BAHHE;

® JICIIOJIB30BaTh TONBKO OdHIHanbHble MOOHIIBHBIE IPHIIOKEHUS,

®HE IEPEXONUTh IO CCHUIKAM H HE YCTAHABIMBATH IPUIIOKEHHS/OOHOBIEHHs OE30I1acHOCTH,
npuieare B SMS-coobuienuu, Push-yBe1oMIEHHE WK IO 3TEKTPOHHOM IIOYTE, B TOM YHCIIE OT HMCHH
O6uiecTsa;

® YCTaHOBUTH Ha MOOHIBEHOM yCTPOMCTBE AP0 AJL1 AOCTYIIA K YCTPOHCTBY.

[Ipu obmene uHbOpMaIKel yepe3 ceT MIHTepHeT He0OX0MMMO:

® He OTKpBIBATh IIHChMa M BIOXKEHHS K HHUM, MONYYEHHBIE OT HEM3BECTHEIX OTIPABHTENIEH IO
SIIEKTPOHHOM MOYTe, HE NEPEeXOAUTH 110 COAEPIKAIMMCS B TAKHX ITHCHMaX CChUIKAM;

® He BBOJHUTDL IIEPCOHATBHYIO HHGOPMAIHIO HA NOJO3PHTENBHBIX CaliTaxX H APYTHX HEH3BECTHBIX
BaM pecypcax;

® OTPaHHYMTh ITOCEHICHUA CaHTOB COMHUTEIBHOTO CONEPIKAHH;

® HE COXPaHsTh TAPOJIH B IaMSTH HHTEPHET-Opay3epa, eClIi K KOMIIBIOTEPY €CTh TOCTYII y TPEThUX
AL,

® He HaKMMaTh Ha GaHHEPHl M BCIUILIBAIOINHE OKHA, BO3HHUKAIOIIME BO BpeMs PabOTHI C CETHIO
WutepHeT;

® He OTKPBIBATh (ailibl oNTy4eHHBIe (CKaYaHHBIE) H3 HEM3BECTHBIX HCTOYHHUKOB.

Basicro nomuume u nonumams, umo 6ezonachocms Bawiux dannvix 6 Bawux pykax!



